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Abstract— Mobile Ad hoc NETwork (MANET) is one of the
most important and unique applications. MANET is a
collection of wireless mobile nodes forming a network without
using any existing infrastructure. In recent years, the use of
mobile ad hoc network has been widespread in many
applications, security has a most important service in Mobile
ad hoc Network compared to other networks. The open
medium and wide distributions of nodes responsible for
various types of malicious attacks. The solutions for
traditional networks are usually not sufficient to provide
efficient Ad-hoc operations. In this paper, we propose and
implement a new intrusion detection system named
Cryptography  Enhanced  Adaptive  Acknowledgment
(CEAACK) specially designed for MANET and compared to
all existing approaches. And enhancing security level of
MANETS based on security attributes the various algorithms,
namely RSA and DSA also introduced. The results will be
positive performances of WATCHDOG, TWOACK and
AACK in the cases of receiver collision, limited transmission
power and false misbehavior report.

Keywords— Mobile Ad Hoc NETworks (MANETS), Intrusion
Detection System (IDSs),Digital Signature ,digital signature
algorithm(DSA),Cryptography Enhanced Adaptive
ACKnowledgment (CEAACK)

I. INTRODUCTION

The migration to wireless network from wired network
has been a global trend in the past few decades. Due to their
natural mobility and scalability wireless networks are
always preferred since the first day of their invention.
Among all the existing wireless networks, Mobile Ad Hoc
NETwork (MANET) is one of the most important & unique
applications. Mobile Ad Hoc NETwork is a collection of
mobile nodes equipped with both a transmission and
receiver that communicate with each other via bidirectional
wireless links. One of the major advantages of wireless
network is its ability to allow data communication between
different parties while maintaining their mobility. But this
communication is limited to range of transmitters. MANET
solves this problem by allowing intermediate parties to send
data transmissions. This is achieved by dividing MANET
into two types of networks, single-hop network and multi-
hop network. In single-hop network, all nodes within the
same radio range communicate directly with each other. In
multi-hop network [1], nodes depend on other intermediate
nodes to transmit if the destination node is out of their radio
range .MANET does not require a fixed infrastructure all
nodes are free to move randomly [6]. MANET is capable of
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creating a self-configured & self maintaining network
without the help of centralized infrastructure. Due to these
characteristics MANET is becoming more popular among
industries and critical mission applications.
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Fig. 1.Mobile Ad-hoc NETwork

Unfortunately, the open medium & remote distribution
of MANET make it vulnerable to various types of attacks.
Considering the fact that most routing protocols assume that
every node in the network behaves cooperatively with other
nodes & is not malicious [1], attackers can easily
compromise  MANETs by inserting malicious or non
cooperative nodes into the network. In such case it is
important to develop an IDS specially designed for
MANETSs. Many research efforts have been devoted to such
research topic [2]-[5].

Il. EXISTING SYSTEM

In this section, we mainly describes four existing
approaches namely, Watchdog [12], TWOACK [10],
AACK (Adaptive Acknowledgement) [16] and EAACK
[18].

A. Basic Watchdog IDS

Marti et al. [12] proposed a scheme called Watchdog.
The Watchdog scheme is consisted of two parts namely,
Watchdog and Pathrater. Watchdog acts as an IDS for
MANETs. The watchdog identifies misbehaving nodes,
while the pathrater avoids routing packets through these
nodes. When a node forwards a packet, the node’s
watchdog verifies that the next node in the path also
forwards the packet by listening to its next hop’s
transmission. If the next node does not forward the packet,
then it is malicious. The pathrater uses this knowledge of
misbehaving nodes to choose the network path that is most
likely to deliver packets. Watchdog detects malicious
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misbehaviors by listening to its next hop’s transmission. If
a watchdog node overhears that its next node fails to
forward the packet within a certain period of time, it
increases its failure counter. Whenever a node’s failure
counter exceeds a predefined threshold, the watchdog node
reports it as misbehaving. The watchdog technique [13],[14]
has advantages and weaknesses. The watchdog has the
advantage that it can detect misbehavior at the forwarding
level and not just link level. Watchdog’s weaknesses are
that it might not detect a misbehaving node in the presence
of 1) ambiguous collisions, 2) receiver collisions 3) limited
transmission power,4) false misbehavior ,5) collision 6)
partial dropping.
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Fig 2. Receiver collisions: Both nodes B and X are trying to send Packet 1
and Packet 2, respectively, to node C at the same time

In the receiver collision problem, node A can only tell
whether B sends the packet to C, but it cannot tell if C
receives it. This is illustrated in Fig 2.1f a collision occurs at
C when B first forwards the packet, A only sees B
forwarding the packet and assumes that C successfully
receives it. Thus, B could skip retransmitting the packet so
it is malicious.

4 OO0

o X D

Fig 3. Limited Transmission Power: Node B limits its transmission
power so that the packet transmission can be overheard by Node A but too
weak to reach Node C.

In limited transmission power, a misbehaving node can
control its transmission power. A misbehaving node could
limit its transmission power such that the signal is strong
enough to be overheard by the previous node but too weak
to be received by true recipient. Only a node with malicious
intend would behave in this manner. This is shown in Fig.3.
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Fig 4. False Misbehavior Report: Node A sends back misbehavior report
even though Node B forwarded packet to Node C
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In false misbehavior report, as shown in Fig.4, a problem
can occur when node falsely report other nodes as
misbehaving. For example, node A could report that node B
is not forwarding packets when in fact it is. This will cause
S to mark B as misbehaving when A is culprit.

B. Two Acknowledgment IDS(TWO-ACK)

TWOACK proposed by Liu et al. [11] is one of the most
important approaches among them. TWOACK is neither an
enhancement nor a watchdog based scheme. The working
process if this of TWOACK is shown in Fig.5.
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Fig 5. TWOACK scheme: Each node is required to send back an
acknowledgment packet to the node that is two hops away from it.

Node A first forwards packet 1 to node B. Node B
forwards packet 1 to node C. When node C receives packet
1 as it is two hop away from node A, node C must generate
a TWOACK packet, which contains reverse route from
node A to node C and sends it back to node A .When node
A receives a TWOACK packet, it indicates that the
transmission of packet 1 from node A to C is successful.
Otherwise, both nodes B and C are reported as malicious.
The same process is repeated to every three consecutive
nodes along the remaining route. This acknowledgment
process added a greater amount of unwanted network
overhead. And can easily degrade the lifespan of entire
network because of battery power consumption.

C. Adaptive Acknowledgment(AACK) IDS

Based on TWOACK, Sheltami et al. [16] proposed a new
scheme called AACK. The AACK can be treated as a
combination of TWOACK and ACK (an end-to-end
acknowledgment).The ACK scheme is shown in Fig.6.
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Fig 6. End-to-end ACK IDS scheme: The destination node is required to
send acknowledgment packets to the source node.

The source node S sends out packet 1 without any
overhead. All the intermediate nodes simply forward this
packet. When the destination node D receives packet 1, it is
required to send back an ACK acknowledgment packet to
the source node S along the reverse order of the same route.
If the source node S receives this ACK packet within a
predefined time, the transmission is successful. Otherwise,
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the source node S will switch to TWOACK scheme by
sending out TWOACK packet. This concept of adopting
hybrid scheme in AACK greatly reduces the network
overhead. TWOACK and AACK overcome the three
weaknesses of Watchdog, namely, receiver collision and
limited transmission power. But both of these still fail to
detect malicious nodes which sends false misbehavior
report & forged acknowledgment packets.

Our goal is to propose a new IDS modeled for MANETS
which solves not only receiver collision and limited
transmission power but also false misbehavior problem.
Moreover, we extend the model to adopt a digital signature
scheme while transmitting the packets. Because in all
acknowledgment based IDS, it is important to ensure the
integrity & authenticity of all acknowledgment packets.

D. Enhanced Adaptive Acknowledgment (EAACK )IDS

EAACK is based on both DSA [17] and RSA [15]
algorithm. The three parts of EAACK system are ACK,
secure  ACK(S-ACK) and  Misbehavior  Report
Authentication (MRA).EAACK is also an acknowledgment
based IDS. This scheme uses the digital signature method to
prevent the attacker from forging acknowledgment packets.
Before the acknowledgment packets sent out EAACK
requires the whole acknowledgment packets are digitally
signed and verified by its receiver until they are accepted.

I1l. PROPOSED SYSTEM

In this section, we proposed model which is composed of
four major modules.

A. Basic Routing Module

It is an on-demand, source routing module. If the source
has no path to destination, then source initiates a route
discovery in on-demand fashion. Fig.7 demonstrates the
process.

O O 0

©

@

(b)

www.ijcsit.com

©

Fig.7 Example of basic routing.(a) Node S sends route request packet to
find a path to node D. (b) The route request is forwarded throughout the
network .(c)D sends a route reply to S .The thick lines represents the path
chosen to send route reply packet to source node.

Node S (source) wants to communicate with node
D(destination) but does not know any paths to D.S starts a
route discovery by broadcasting a route request packet to its
neighbors that contains the destination address D. This
process continues until a route request packet reaches to
destination D. The node D now send route reply packet to
inform S about the discovered route.

B. Acknowledgment Module

This module is basically end-to-end acknowledgment
scheme. Its task is to reduce network overhead when there
is no network misbehavior is detected. In this mode, the
source node sends ACK data packet to destination node.
When the packet reaches at destination, the destination node
requires to send ACK packet back to source node. If in a
particular time the source node receives the ACK packet,
the data transmission is successful. Otherwise, source node
will change to S-ACK mode by sending S-ACK data packet
to detect misbehavior nodes.

C. Secure Acknowledgment(S-ACK) Module

In this scheme every three successive nodes works in a
group. In the three successive nodes the secure
acknowledgment packet is sent by third node to first node.
The S-ACK scheme can detect malicious nodes if there is
receiver collision or limited transmission power. If secure
acknowledgment not received it means it will report those
nodes as misbehaving nodes to the source node [8]. But the
source node will switch to Misbehavior Report
Authentication (MRA) module to ensure the correctness of
received report.

D. Misbehavior Report Authentication Module (MRA)

Normal nodes can be reported as malicious because of
false report information. To solve this problem, the MRA
scheme is introduced to authenticate whether the
destination node has received the reported missing packet
through different route. At the beginning the source node
finds its local knowledge base and identifies the other route
to the destination node. If there is no route to destination
then source node search other route by DSR routing
request [7]. When the packet received at destination, it
compares whether the reported packet was received or not
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by using local knowledge base. If it is received then it is
decided that a report is false misbehavior report. And the
reported node is malicious one.

IV SIMULATION CONFIGURATION AND SYSTEM RUN
Our simulation is conducted within the Network
Simulator (NS) 2.34 environment on a platform Ubuntu
10.04. The system is running on a laptop with Core 2 Duo
T7250 CPU and 3-GB RAM. In NS 2.34, configuration
specifies 30 nodes in a flat space with a size of 670 x 670
m. Both the physical layer and the 802.11 MAC layer are
included in the wireless extension of NS2. The moving
speed of mobile node is limited to 20 m/s User Datagram
Protocol traffic with constant bit rate is implemented with a
packet size of 512 B. the packets are routed using Ad Hoc
On-demand distance vector routing protocol and the
acknowledgment packets are authenticated using RSA [15]
and DSA [17] algorithm.
We test our proposed model with other intrusion detection
system in many scenarios which includes:
1) BAODV : Basic Ad-hoc On Demand Vector
scenario.
2) BAODV_M: Basic Ad-hoc On Demand Vector
with malicious node scenario .
3) TWO-ACK: Two Acknowledgment ID scenario.
4) AACK_M: Adaptive Acknowledgment ID with
malicious node scenario.
5) AACK_FM: Adaptive Acknowledgment ID with
Fake Acknowledgment malicious node scenario.
6) EAACK_M: Enhanced Adaptive

Acknowledgment 1D with malicious node scenario.

7) CEAACK: Cryptography Enhanced Adaptive
Acknowledgment ID scenario.

And for each scenario we estimated the values of two
performance metrics [9] Packet Delivery Factor
(PDF),Routing  Overhead(ROV) to  evaluate
performance of IDS for existing and proposed
technique )

BAODV:

Data transmission from source to destination is done
without any security. Initially, the source node O broadcasts
route request packet to its neighbors in the search of
destination node 35. As shown in Fig. 8. If this packet
reaches to destination, the destination node sends route
reply packet to source which is illustrated in Fig. 9. If there
is any malicious node found in the path means node cannot
detect malicious node information.

BAODV_M: In Basic Ad-hoc On Demand Vector with
malicious node scenario when malicious node appears the
Packet Delivery Factor(PDF) drop.

In TWO-ACK scheme [10], while transferring the data each
node need to generate the acknowledgment ACK after
receiving the data and that should be forwarded to previous
node. And at the same time each node has to forward the
ACK of next node to previous node. By this method we can
find the intermediate malicious node. But this method
increases the network load while sharing the number of
acknowledgment.
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Fig. 9. Destination node sends route reply packet to source.

When we us AACK method we can provide same security
as well as reduced overhead. In this scheme before attack
end-to-end Acknowledgment ACK used to reduce the
overhead and while attack the source node will switching to
TWO-ACK model mode to find the malicious node.
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Fig.10. Node drops all packets that they receive

In this scenario, we simulated a basic dropping attack.
Malicious node just drop all the packets that they receive,
as shown in Fig.10

In EAACK_M Enhanced Adaptive Acknowledgment 1D
with malicious node scenario, malicious node collects the
data but there is no ACK to source node .The malicious
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node can’t generate the ACK so by that source can find
attack, and source will switch to Secure ACK(S-ACK)
mode to find the malicious node. By this method we can
find malicious, as shown in Fig. 11.

R

= -
v @ »%0 '
J ©o .0 %@
= @0
GJO ® 0 @
® © [9)
© @O@@o

| | - | | ] |
1 III|IIII! I -IIIIII|I' 'III|IIII. SUTTTTTEEETTTTL TR BT Sp III|IIII! {IITTTIESTTITIITLA :III|IIII' |IIIIIIIII|Ii (LT TTTIESSATITTS !IIIIII|| !III|III|' JI[ITT]1}

= 16 acm st fieply paskst 1o fnde - &
E-h—hl—hn—h.—hﬂ.u [
U6 artiaq as mishehare nade

Fig.11. Node is detected as malicious

After detection of malicious node, the EAACK_M scheme
should avoid this node and select the alternative node to
send packets in future. The alternative node could be the
one which is next nearest node to destination node which is
illustrated in Fig. 12.
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Fig. 12. Alternative node selected to send the packets further.

EAACK_M requires all acknowledgment packets to de
digitally signed using RSA algorithm before they are sent
out and verified until they are accepted. In RSA algorithm,
public key and private key used to share the message. The
key are denoted as public key (e, N) and private key (d, N).
To generate keys we have to use two prime numbers by key
generation. To make encryption the nodes should share the
public key (e, N) to all other node. By using public key (e,
N) value, the hacker can find private key (d, N) by using
RSA algorithm. The encrypted message is sent to
destination, as shown in Fig. 13.
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Fig. 13. Source node sends encrypted message to destination.

To solve the problem of forged acknowledgment attacks we
run our proposed model Cryptography Enhanced Adaptive
Acknowledgment  (CEAACK) ID scenario  with
cryptography technique. Including hybrid Cryptography in
CEAACK to prevent the attackers from initiating forged
acknowledgment packets are encrypted and digitally signed
by using DSA and RSA algorithm before they are sent out
and verified until they are accepted.

IV.PERFORMANCE EVALUATION OF PROPOSED MODEL

In order to provide a better vision on our simulation
results, we use the following two performance equations
to evaluate the performance of IDS for existing and
proposed technique and are defined as follows:

A. Packet Delivery Factor(PDF)

It is the ratio of the total number of received packets at the
destination to the total number of sent packets by the
source. Fig. 14. shows the results based on PDF.

PDF = X Received packet at destination

¥ Sent packet by source

1)

B. Routing Overhead(ROV)
It is the ratio of routing related packets in bytes
(RREQ, RREP, RERR, AACK) to the total routing
and data transmissions (sent or forwarded packets) in
bytes. It means that the acknowledgments, switching
over head are included. Fig. 15 shows the results
based on ROV.
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Fig. 14. Comparison of Packet Delivery Factor (PDF)
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V. CONCLUSION

In this paper, we analyse the effects of routing
misbehaviour in ad hoc networks. To provide security in the
mobile Ad-hoc networks we implementing a new intrusion-
detection system named Cryptography Enhanced Adaptive
Acknowledgment (CEAACK). In the CEAACK all
acknowledgment packets are encrypted and digitally signed
before they are sent out and verified until they are accepted.
The proposed Model completely overcomes the weaknesses
like receiver collision, false misbehavior, and limited
transmission power. All acknowledgment packets in the
model are authentic. The proposed model can significantly
improve the Packet Delivery Factor (PDF).

To increase the merits of our research work; we plan to
investigate the following issues in our future research:

1) Examine the possibilities of adopting a key
exchange mechanism that does not require any
Trusted Third Party for key management to
eliminate the requirement of pre distributed keys.

2) Performance of our proposed model (CEAACK) is
to be tested in real network environment instead of
software simulation.
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